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ANALYSIS AND DEFINITION OF NECESSARY MECHANISMS
TO ENSURE THE SECURITY AND PRIVACY OF DIGITAL HEALTH DATA
UNDER A CYBERNETIC DIGITAL INVESTIGATION FRAMEWORK

Introduction: The recent scale-up of events caused after the Covid-19 pandemic and its
subsequent healthcare crisis, highlights the digital forensics importance in a connected
health ecosystem. It is therefore safe to assume that there is a growing interest in digital
Jforensics and how they are applied within the existing healthcare ecosystem and under which
concept, posing the main research question of the current study.

The purpose of the paper is to focuse on defining and developing the necessary
mechanisms to ensure the security and privacy of the data disseminated by existing research
in both fields of digital health and cybersecurity. A cybernetics-inspired framework is
structured based on existing practices and key gaps identified.

Results: Five electronic databases, namely Scopus, IEEEXplore, PubMed, DOAJ (Directory of
Open Access Journals and arXiV were identified as the main data sources. A State-of-the-Art
analysis has been performed to realize the limits of the devices and the machines (including the
systems and their elements involved) in the healthcare domain, when these break down so that the
investigation will teach us something new that is nontrivial. A highly relevant dimension in our

© Publisher PH «Akademperiodyka» of the NAS of Ukraine, 2023
52 ISSN 2663-2586 (Online), ISSN 2663-2578 (Print). Cyb. and Comp. Eng. 2023. Ne 2 (212)



Analysis and Definition of Necessary Mechanisms to Ensure the Security and Privacy of Digital

approach for a digital forensics driven connected health landscape is based on rigorous and
comprehensive feedback take-off methods, which are seemingly lacking.

Conclusion: The main point of our study is to show that while there might seem an
immense multiplicity, a unity can be formulated and vice versa: where something appears as
a unit, an unbounded plurality of conditions might be enclosed within it. Moving into a
connected health future should be built upon existing accidents so as to mark the upcoming
changes that would affect such a system.

Keywords: connected health, digital forensics, connected health, cybernetic digital
investigation framework, cybersecurity.

INTRODUCTION

The COVID-19 health crisis and the recent scale-up of events which was
accelerated by this healthcare crisis, highlighted the digital forensics importance
in a connected health ecosystem. It is therefore safe to assume that there is a
growing interest in digital forensics and how they are applied within the existing
healthcare ecosystem and under which concept, posing the main research
question of the current study.

Digital forensics refers to the practice of amassing and arranging any
information found on any type of electronic device for investigative purposes.
This area of forensic science is comprised of four key areas: host-, mobile-,
network- and cloud-forensics. Each of these four areas provides different types
of information, with very little overlap [4]. In brief, host forensics refers to the
forensics encompassing everyday devices (e.g., desktop personal computers,
servers, and non-specialized sources of data), mobile forensics deal with mobile
devices, network forensics refers to the practice of examining information
coming from a host or entire network and cloud forensics entails the analysis of
cloud services and infrastructure data sources.

Connected health as a definition falls under many fields, where the use of
the Internet, sensor and sensing mechanisms, communications, and data
analytics are employed towards the support of medical and health-related
applications, systems, and engineering technologies [1]-[3]. According to the
IEEE IEEE/ACM Conference on Connected Health Applications, Systems, and
Engineering Technologies conference “Connected health is at the convergence
of multiple domains and technologies and helps to shape foundational
improvements to health delivery. It will revolutionize preventative health and
personalized medicine, providing rich medical information never-before
available to individuals while driving down healthcare costs.”

From a definitions’ perspective, connected health relies in the digital
forensics’ investigative mechanisms to assure the integrity, security and privacy
mechanisms in medical-related information. Conversely, digital forensics
solidifies the connected health framework in terms of preventive capabilities
versus cyberattacks and data, device, network corruption and abruption events
that would otherwise weaken the offered services.

Therefore, the main research question guiding this study is whether
intelligence obtained by both fields has been inter-exchanged and how it has
been applied. This targeted approach will allow the evolving on novel and well-
defined research foundations in the areas of robust and resilient healthcare
systems, explainable and interpretable digital forensics solutions and verifiable
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and validated evidence-based discoveries to offer data-driven insights and
guidelines for two targeted high-impact domain interventions: acceleration of a
trustworthy scientific stimulation towards connected health landscape and to
enhance the degree of autonomy and accurate data-driven and research-based
methods on cybersecurity event-/fault- detection and prediction that engages the
constant incorporation of user-refined domain knowledge.

PROBLEM STATEMENT AND SUGGESTION
OF A CYBERNETICS DIGITAL INVESTIGATION FRAMEWORK

The lack of access to open, secure, interoperable, and transparent health data
hubs poses significant obstacles to researchers and innovators, such as, SMEs,
and healthcare stakeholders towards the deployment of trustworthy data
analytics workflows for synthetic data generation, data anonymization and Al
modeling in order to promote wellbeing, diagnosis, disease prevention,
progression and treatment. This has led to an emerging need for the development
of advanced secure cryptographic protocols, high-quality synthetic data
generators and data anonymization methods resilient against re-identification
attempts, to enable innovators deploy their Al-powered workflows, in a secure
way, across decentralized health data hubs. The reduced amount of available
training data highlights the emerging need for the development of high-quality
synthetic data and robust generative models to address the challenges of today,
such as, data confidentiality and data augmentation. Furthermore, the in-
applicability of secure, cryptographic techniques [5] that can facilitate the
interconnection of decentralized clinical data registries and cohorts obscure the
successful deployment of (Al)-powered workflows.

As a matter of fact, the aforementioned factors have a significant negative
impact in the capacity of the existing healthcare systems, where the costs and
delays for treatment and re-admission are already high. In addition, although the
existing data anonymization algorithms incur high levels of information loss,
patient privacy is not guaranteed given that the protection of sensitive patient
data is considered a fundamental right [6]. Moreover, considering the fact that
the most common strategy for knowledge distillation is based on integrative data
analysis from multiple dispersed clinical registries and cohorts8, the collection
of sensitive data out of premises is not feasible, due to GDPR (General Data
Protection Regulation) violations during the sharing of patient data. The greatest
impediment to digitalization, according to many organisations, is a lack of
cyber-security. Protection, detection, reaction, and investigation are all security
functions. Cyber-attack investigation is critical because it may aid in damage
reduction and the development of future preventative strategies. Cyber-attack
investigations have advanced more than ever before, utilising a mix of
intelligence technologies and digital forensics methods. Intelligent tools are just
useful when previous information of the software and techniques employed in
the cyber-attack is available, i.e., they are not attack-agnostic. As a result, the
quantity of never-before-used software and methods used is inversely related to
the usefulness of these intelligent instruments. However digital forensic
techniques do not have this problem, they lack the capacity to give
comprehensive support for a cyber-attack investigation. The reason for this is
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because the inspection and analysis stages of the processes, when the real
research takes place, are lacking in specifics [7].

This forensic preparedness may be attained by identifying the components and
connections that can be employed together. Senior management engagement, training,
as well as staff awareness, organisational commitment to forensics, forensic analysis
inclined corporate culture, enforcement of suitable forensic policies, and continual
analysis as well as optimization of system operations are all suggested by the
introduction of a new framework suggested within this paper.

The framework may be used to put up a forensic preparedness capacity for
organisations which do not already have one. Organizations can use different factors
to find the most important items to consider. Furthermore, the model's links illustrate
how the elements discovered contribute to the intended forensic preparation. This
architecture may also be adapted and used on a large scale in industry to assure
forensic preparedness. This approach also emphasizes the advantages that
businesses may get by becoming forensically ready. Organizations may then
become compatible with established rules, manage digital evidence responsibly, and
respond forensically to issues that arise. The characterization of the desired
objectives helps decision-makers in the company make better informed decisions
about the advantages of forensic preparedness. The framework for organisational
preparedness will guarantee that forensic readiness can be swiftly integrated into a
variety of organisational structures. Because of the framework's versatility, forensic
preparedness may be built in a variety of organisational sizes.

The work presented here focuses on defining and developing the necessary
mechanisms to ensure the security and privacy of the data disseminated by
existing research in both fields of digital health and cybersecurity. The
framework highlighted in Section 4 is inspired by existing practices and key
gaps identified in the investigated papers. Security properties should focus on
the integrity, confidentiality, and availability of data at rest, during transport and
processing. The techniques and mechanisms that will be used for this purpose
may include encryption, access control based on roles and attributes, with
privacy-related features integrated into the respective authorization policies.
Powerful confidentiality and authentication mechanisms may cover
communications between platform peripherals and backend instances. Light
mechanisms should be used where needed, based on the analysis of the relevant
features and gaps of existing components. In addition to data anonymization
techniques, differential privacy and selective blackout and randomization of data
techniques can be explored to provide a certified image of the system security
stance via assets modeling and security/privacy assessment performed
considering their operations to ensure that any omissions/security bugs/potential
vulnerabilities are identified and corrected prior to final release of an asset.

METHODOLOGY

Data Sources, Search Methodology and Analysis.

Five electronic databases, namely Scopus, IEEEXplore, PubMed, DOAJ
(Directory of Open Access Journals and arXiV were identified as the main data
sources. The search was conducted using the defined terms (“digital forensic*”
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Fig. 1. PRISMA Flowchart of the selection of papers

AND “health*”) in the search field of each of these electronic databases. The
time frame was set from 2011 to 2021. No other restrictions were applied.

The PRISMA guidelines [8] for conducting a systematic literature review were
followed after obtaining the results from all the aforementioned databases. The
availability of the articles was defined by the access provided by the HEAL (Hellenic
Academic Libraries Link) framework. After an initial analysis of the title and the
abstract text of each article, a full-text review was performed on the remaining papers.

This study identified articles which were irrelevant to the field of applying digital
forensics in healthcare, so they were also removed. The main reason behind the
majority of the records not being eligible to be part of the reviewed corpus (n = 24),
was the reference of the term “health” or “healthcare” superficially, e.g., only by-
name. Other reasons were the mentioning of either “digital forensics” or “health” in
the affiliation of the authors (» = 7 and n = 8 respectively), a pure forensics approach
(n = 3) and superficial mentioning of both terms without interconnecting them
(n=18). The chosen articles composed the corpus of this review (n = 63). A final full-
text analysis was then performed on each of them, to assess them based on the
research question. The results are shown in Figure 1.

Study Selection and Characteristics. The final list of the chosen articles
was thoroughly studied to extract their main characteristics, concentrating on
whether digital forensics applicability in the healthcare field is provided and
towards which area (namely, host-, mobile-, network- or cloud-forensics). The
articles presented hereinafter are divided into their relevant forensics field.
Articles failing to fit one the aforementioned areas, yet relevant to the research
question, will be described under a generic category section.

56 ISSN 2663-2586 (Online), ISSN 2663-2578 (Print). Cyb. and Comp. Eng. 2023. Ne2 (212)



Analysis and Definition of Necessary Mechanisms to Ensure the Security and Privacy of Digital

Host-forensics in Healthcare. Host forensics refers to the process of
recognizing, conserving, and examining evidence of attacks in order to identify
the perpetrators and document their actions with enough credibility to justify
appropriate technological, business, and legal responses. In cases involving
multiple hosts and various data sources, it is crucial to collect and analyze
health-related data and their artifacts to provide a comprehensive forensic
perspective. This is important as data from multiple sources, such as
applications, may be used for synchronization and cross-checking.

In [9] the authors test various methods for the analysis (memory, timeline
and live analysis) on an up and running machine which fell victim to a targeted
attack scenario with a phishing e-mail in a healthcare organization. Authors
identified that the trade-off between the various methods highlight that memory
should precede the live and final analysis in such cases.

Work in [10] focused on the Picture Archiving and Communication System,
to create a baseline of healthcare-wide Threats and Security Objectives, along
with suggestions for a guideline for selecting suitable Security Assurance
Requirements. Providing a step in the complete cycle of certification under
Common Criteria for the healthcare sector.

Protection of decision-relevant data in a generic “doctor-in-the-loop” setup is
presented in [11], against manipulations targeting the underlying database in closed-
source database management systems. One of the limitations identified in their
approach though is that it only works with databases management systems that
actually provide transaction safety or data replication and their associated mechanisms.

Authors in [12] present the lessons learned and guidelines for an effective
and efficient e-governance structure as implemented in Estonia from a privacy
and data control perspective in terms of confidentiality, integrity and availability
towards establishing a strong link between privacy and information security in
the adoption of smart healthcare at an e-society level.

A conceptual forensic-by-design framework is presented in [13], addressing
specific technical and procedural implemenations in nine design and
development stages (namely risk assessment, forensic readiness, security-,
privacy-, medical-, safety-, software and hardware- requirements, relevant
legislation and relevant regulations) for medical cyber-physical systems.

Work in [14] focused on the forensic analysis of software log files, with the
intent to improve the quality and adequacy of user activity log files for
promoting user nonrepudiation. The research of the author was intended to
provide a means to help measure the adequacy and usefulness of activity log file
content for forensic analysis and provide forensic-ability metrics as a standard
check for software developers to proactively strengthen user activity logging
mechanisms to counter repudiation threats.

A holistic anatomy of ransomware attack and assets connected to the
hospital network that attack can target to get access and spread malware was
investigated in [15], The authors explored vulnerabilities in MRI scanners in
Lebanese hospitals, where the attack vectors in which attacker can use to reach
the assets were marked and presented for future reference.

Authors in [16] discuss the need for integrating digital forensics into various
scenarios involving healthcare providers, point towards the adoption and raise
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awareness and prompt discussion surrounding the implementation and use of
digital forensics tools, techniques and standards in the medical domain.

A comparison of encryption algorithms for a multipurpose smart card
(including the healthcare scenario) is presented in [17]. The authors identified
that the elliptical curve cryptography (ECC) algorithm is more suitable than the
RSA algorithm for biometric verification and high-speed features. In another
perspective, the same authors investigated combinatory algorithms [18] for
enhancing the security by proposing an optimized encryption system for the
multipurpose smart card.

Authors in [19] discussed the implications for infrastructure forensic
readiness in the context of electronic medical record systems and examined
several systems, identifying in most cases the lack of a sufficient level of
forensic logging capabilities required to assist investigations focusing on
privilege abuse. To address this, they proposed an architecture that incorporates
an intelligent real-time artifact identification module which can be deployed
alongside the EMS and be integrated into cloud forensic logging service.

A blockchain-based forensics-by-design framework for medical devices is
proposed by the authors in [20] to manage the access to Internet-of-Medical-
Things devices and relevant medical data. The authors worked with the
granularity of access and forensics-by-design principles in mind, identifying at
the same time the limitations of their work (i.e., integration of key
management’s services into the framework and its extension to other certificate-
less credential management systems).

Authors in [21] discuss the IoT devices’ security and forensics aspects,
highlighting threats and communication technologies and challenges across the
different layers. The authors highlight the need for adopting real-time
approaches in the healthcare field among others, where loT devices might pose
life and health risks apart from the sensitive information aspects.

A data retrieval strategy in linearly scalable high-performance NoSQL
database was shown in [22]. The authors presented a security analysis model
while retrieving the stored e-health data, which were fragmented over multiple
servers based on sensitive attributes and their sensitive association. The
proposed model was tested in a set of experiments with an efficient query
evaluation keeping intact the confidentiality of patients’ sensitive attributes.

Authors in [23] proposed an experimental analysis of the quality of Pixel
Non Uniformity (PNU) in residual noise of images taken with Scanning Electron
Microscope (SEM), to explore the possibility to use a digital forensics technique
for source camera identification even with device different from digital cameras.
Their experiment showed that the PNU in images taken from SEM devices is
less effective for this purpose.

Anthropometric surveying using 3D body scanning was examined and
discussed in terms of privacy and security aspects [24]. The authors point that if
the issues of data privacy cannot be satisfactorily resolved there may be
problems carrying out anthropometric surveys successfully, especially in
countries or cultures where modesty is highly valued.

Mobile forensics in Healthcare. Wireless devices are commonly used in
healthcare to gather, save, access, present, and send patient data. This enables
healthcare professionals to receive and send information immediately while
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attending to the patient. However, these portable devices are prone to risks and
weaknesses, making it harder to keep patient data secure and maintain their
privacy, especially as mobile communication becomes more prevalent in the
healthcare industry.

In [25] the authors investigated whether the digital traces from the Apple’s
Health App can be used for evidential purposes, based on the accuracy of
number of steps and distances registered under various walking and running
conditions, so as to make a probability statement about different routes that may
have been travelled in a case. The authors conclude the health applications can
have evidential values

In [26] several popular mHealth applications were analysed in terms of the
user activities, their location information and activity timestamps, allowing and
facilitating the reconstruction of the users’ whereabouts. The authors imply that
their findings could be outdated given the new and continuously updated version
of these and other mHealth applications and suggest the inclusion of additional
artefact categories for the mHealth forensic taxonomy model they proposed.

In [27] examination and development of a disease management programme
enhanced with digital forensics capabilities to support people with long term
conditions who are cyber-victimised. In this study, a mobile application is
adopted as a client-server model for reporting digital evidence of online
harassment and stalking, to highlight the need and the means towards collecting
and preserving cyber-victimisation incidents.

In [28] the authors investigated two smartwatches, the Samsung Gear 2 Neo
and LG G with regards to their forensic analysis. It was shown that useful
artifacts can be recovered from the phone of the associated smartwatch,
including the set-up date, applications on the watch, timestamps of updates
performed, and voice memos that were recorded on the watch, with the Samsung
Gear 2 Neo being more forensically sound than the LG G smartwatch.

Authors in [29] forensically focus on the potential of recovering residual
data from Android medical applications, with the objective of providing an
initial risk assessment of such applications. Their research highlighted that
certain smartphone applications, which interact with medical devices, violate the
Security and Privacy rules within HIPAA, allowing information to be recovered
from these applications including a patient’s personal details and their usage of
the specific medical device.

The need to integrate mobile devices in terms of increasing the mHealth related
cybersecurity education is presented in [30] and their attempts to strengthen their
importance via active learning activities, which are meant to be nurtured as skills by
future graduates that enter the cybersecurity and digital forensics market.

A study on mobile health and fitness applications from a digital forensics
point of view is shown in [31]. The authors argue that they have a more granular
approach and better explanation to the content of the geographical data
acquisition from these applications, as well as the necessity of the different types
of artifacts that are helpful to investigators, so the latter can efficiently find
specific pieces of information related to a case.

Work in [32] aimed to evaluate and compare the effectiveness of five base-
level classifiers and four ensemble methods in classifying and predicting daily
living activities from a wearable accelerometer mounted. The results were
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evaluated using precision, recall, and F-measure and indicated that most ML
techniques took a reasonable time to build the prediction models.

Medical Internet of Things devices were tested as far as their hijacking
attack vulnerability was concerned in [33]. The devices susceptibility to this type
of attacks was validated, however limitations were also identified in terms of
attackers’ proximity to the devices, lack of verification mechanisms on behalf of
the device manufacturer’s side and lack of confirmation prompt on behalf of the
connected smartphone victim-user.

Authors in [34] confirmed the amount of artifacts and data wealth that can be
extracted from wearable devices in terms of file names, device users and health-related
information. The authors propose that there is a need to study a method for obtaining
optimal root privileges for each wearable device, while printed circuit board analysis
should be performed for hardware-based data acquisition.

Analysis of three common fitness trackers was performed in [35], where the
authors proposed a toll with resulting graphs and tables that can be used in
forensic work, highlighting the benefits of such an analysis of fitness trackers
for judicature procedure.

A forensic analysis on wearable devices was performed in [36], where
several digital forensic software toolkits (namely the FTK Toolkit, Autopsy,
GoldenCheetah and FitSDK) were tested in terms of data extraction,
interpretation, accuracy and validity.

User data privacy concerns were evaluated in a Fitbit Versa 2 wearable
device in [37]. The authors identified that GPS data, health-related information
and credit card credentials were easily accessible and stored in plaintext, raising
special attention to information pertinent to law enforcement.

Fitness tracker forensics were also examined in [38] along with possible
scenarios on how these could be used in hypothetical scenarios in terms of
health-related data. As per the previous studies, the authors suggest that analysis
of various devices should take place to perfect the data extraction techniques and
provide a crucial information source to forensic investigators in related cases.

Authors in [39] proposed a crowdsourced secure logging scheme, which
they emulated and then validates its feasibility and efficacy, where the smart
devices in the vicinity of the wearable sensor record its communication and
ensure its contextual correctness in a lightweight manner, acting as witnesses to
the transaction of the sensor.

34 m-health applications were investigated in terms of digital evidence
taxonomy in [40]. Important metadata were identified in each Internet-of-Things
layer investigated including the type of activity, location (altitude, longitude and
altitude), web bookmarks, DNS query and timestamps, elements able to facilitate
evidence correlation.

A reverse engineering and security assessment of three hospital and five stock-
and-trade Android applications was performed in [41] with open source tools, towards
a mobile forensics investigation and mapping of their vulnerabilities. The authors
highlight the need for app developers to become aware and follow best practices for
dealing with security and privacy issues of the users.

Network-forensics in Healthcare. The main focus of network forensics is to
examine and study all the packets and events that occur on a network, with the goal of
detecting any abnormalities or events that could indicate a potential digital attack or
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threat. In the healthcare industry, data is particularly sensitive, and log and
management files can contain valuable evidence. Therefore, the development of
forensic investigation tools has been directed towards utilizing this information in
order to effectively investigate and analyze potential threats or attacks.

Study [42] examines a filtering approach to identify a DDoS attack in the
Covid-19 era, to efficiently differentiate flash crowd traffic from DdoS in a
healthcare network. The authors used statistical methods over a simulation
scenario, where the results showed that the proposed approach has precision
value, true-negative value, and negative predicate value greater than 95%,
indicating the high efficiency of their approach.

The authors in [43] propose a link-pair selection algorithm for choosing an
optimal link pair as a baseline for subsequent channel state information (CSI)
processing. This was tested on an environment- and scenario-adaptive indoor
intrusion detection system with commodity Wi-Fi devices. Its performance was
evaluated in real-world scenarios, applying to patient monitoring and elderly
healthcare monitoring.

The work in [44] introduces an autonomous log storage management protocol
with blockchain mechanisms and access control for an Internet-of-Things (IoT)
network, which can be applied to Wireless Body Area Networks (WBAN) for smart
healthcare, where wearable sensors encrypt health data before sending it to the
coordinators and the healthcare provides for specific services.

IoT Forensic and real-time investigation aspects are brought into the
spotlight in [45] where the concept of an IoT environment including its entities
and their characteristics, along with their security challenges are discussed.
Examples from healthcare sector cyber-attacks are discussed towards the need of
having a real-time elements approach in dealing with them.

Authors in [46] compare the state-of-the-art consensus algorithms and
communication protocols in IoT blockchain network systems, which are increasingly
adopted in the healthcare industry, in order to ensure security, regulation and
development policies, which are currently lacking in such networks.

A conceptual design for a cost-effective digital forensic readiness framework in
wireless medical networks is presented in [47]. The authors aimed to design an easily
implementable and to-be-integrated artefact with Pi-drones into existing wireless
networks in the healthcare sector, cross-checking its efficiency and effectiveness by
experts who evaluated it. Work in [48] was basically a republishing of [47] with the
addition of the design science research paradigm on which the authors based their
framework and their consequent findings.

Authors in [49] add context to privacy information access by proposing a
new method to realize context constraints and reduce the risks related to privacy
disclosure. Their aim is to give an understanding of medical privacy according to
the specific circumstances of privacy in health information systems, which
provides a reference for the definition of privacy in the medical system.

Internet-of-Things forensics for healthcare are examined as part of the loT
forensics overview in [50], where forensic challenges, frameworks, tools,
techniques and open issues and research directions are explored to extend
traditional forensics into the IoT domain and stress the need for explicit loT
security regulations and standards to address the ever-growing challenges.
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Authors in [51] review the current status of privacy preservation policies
used in Electronic Health Records, privacy preserving data mining techniques
and analysis and the prioritization to be put in the domain of developing
effective and efficient protocols to increase security and privacy preservation.

Cloud-forensics in Healthcare. Cloud forensics is a complicated field that
deals with the location of data and the level of access to the infrastructure that
supports it. The primary goal of cloud forensics is to obtain digital forensic
information from a cloud infrastructure, which involves identifying, preserving,
and analyzing evidence of attacks to identify the attackers and document their
actions with enough credibility to justify appropriate technological, business,
and legal responses. Due to the volatility of health data and issues with data
provenance, studies in this area are particularly useful in identifying current
limitations and future directions for cloud forensics in healthcare.

The authors in [52] provide a privacy-preserving framework for enabling
forensic analytics on encrypted physiological data on sensitive Electronic
Medical Records databases no matter they are deployed in cloud service or a
private data center. Their development of a generic and scalable framework for
proceeding secure similarity search over high-dimensional timeseries medical
data is implemented as distributed architecture because of the collocated
encrypted index and database.

The authors in [53] propose a scheme focusing on two main parts
authentication and role-based access control for a wearable healthcare system to
ensure security for patients’ data records. This is based on a hybrid cloud
solution to minimize the human interaction and give patients more flexibility.

Work in [54] focuses on a user-centric data storage and sharing method in
cloud-based medical cyber-physical system to protect the safety and privacy of
users’ I data which could protect data safety and privacy even when both cloud
servers and keys are compromised. The feasibility of this system based on
mobile edge computing is tested on a smartphone scenario to prove the
improvement of efficiency compared with standard encryption algorithms.

A blockchain based forensic model is introduced in [55] to tackle the
challenging task of forensic investigations in an [oT environment, due to the
heterogeneous nature of the IoT environment coupled with the integration of the
cloud and the network layer. Their proposed model allows any forensic
stakeholder to verify the authenticity of the logs they are working with and
ensures that innocent people are not framed up and culprits are exonerated by
interested parties during a forensic investigation.

A privacy-preserving MapReduce based K-means clustering scheme in cloud
computing was proposed in [56], applicable over large-scale datasets like the patients’
health records, which should be upgraded in terms of appropriate privacy protection
mechanisms when they are outsourced to the public cloud for clustering purposes.

Authors in [57] propose a provable data possession technique (specifically
the variant 3 of ECDSA) to be digitally forensic ready, monitoring planning and
formulating proactively before the occurrence of any potential security incidents
in the area of healthcare data integrity scheme in a cloud environment.

The capabilities of a Raspberry Pi device were explored in [58] in terms of them
being network node devices in a cloud big-data enabled healthcare environment for
digital forensics purposes in regional secure data process/collect limit issues. The
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authors identified both compromising factors and evidential information for securing
the device for the purpose of digital forensics investigation.

Authors in [59] explored the main digital forensic challenges related to big data
with cloud computing and protection of personal information (and specifically the
ones applying to healthcare related data), discussing their impact and exploring
problem solving solutions, including the cyber-psychology field.

A cloud-based secure logger for medica devices using the Intel Software Guard
Extensions (SGX) and the Trusted Platform Module (TPM) is proposed in [60]. The
authors describe the logging system to leverage the use of trusted hardware in an
untrusted network and test its detection ability against various attacks attempting to
modify or delete logs.

Authors in [61] propose a suite of mechanisms to enhance cloud computing
technologies with more assurance capabilities, given the fact that many hospitals
outsource their information technology infrastructure to services that are deployed on
clouds. A number of steps including mapping laws into evidentiary requirements and
targeting these into system-specific evidence descriptions are proposed.

Digital forensic investigation in terms of cyber-physical systems, expanding
also in the sector of healthcare is examined in [62], where related challenges are
overviewed in terms of the complications posed by the distributed properties of
cloud data and the unavailability of physical access to digital artefacts.

An Internet-of-Things architecture and its four layers (perception, network,
middleware and application layer) security issues along with proposed solutions are
discussed in terms of cyberattacks vulnerability and security issues in [63]. Authors
emphasize the need for IoT developers to take into account the different layers
characteristics and communication vulnerabilities and consider arrangement on key
agreement, authentication and privacy encryption mechanisms.

The biohacking capabilities were highlighted in [64] where the authors
presented a Digital Forensic Investigation Process Model along with the
considerations of 5G networks due to the massive use of Software Defined
Networks and a guideline for forensic investigation on the Internet of Medical
Things based on seven processes described on a high-level..

GENERIC LINKING OF HEALTHCARE TO DIGITAL FORENSICS

Authors in [65] extend the healthcare-related rationing practices and strategies to
formulate a framework for demand management within digital forensic units
related to data categorization and facilitation of comparison techniques to
provide a suitable and adaptive assistance basis for digital examinations.

The Delone and Mclean Information Systems Mode 1 was used in [66] to
investigate the relationship between the quality and use of health information
technologies and their impact on patient care quality from a trusts, security and
information privacy control perspectives. The critical importance of effective
privacy and security controls was stressed out in terms of transparency,
accessibility and cross-checking in terms of enhancing the patient care quality.

A research model for e-health portal adoption intention in terms of privacy
and security perspective was analysed in [67] with the twofold intention to
increase transparency of information practices, which may increase users’ trust
and confidence in using new health technologies, such as portals and to provide
protection of e-health portals in terms of potential cyberattacks.
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Authors in [68] present a metadata analysis informed by digital forensics
and trace ethnography to model the overlapping temporal, format-related, and
annotation characteristics present in a corpus of repair manual files, in a
crowdsourced effort during collaborations between volunteer archivists and
professional technicians.

Authors in [69] present a practice for hiding doctor reviews using computed
tomography images, keeping medical records unchanged and only, if necessary,
accessed by authorized persons, ensuring both patient’s privacy and the right
treatment without the attention of third parties/attackers.

Work in [70] focused on introducing the Majura schema, a pornography/child
exploitation material annotation schema specifically designed to support collaborative
development of machine learning tools and techniques to assist digital forensic
investigators exposed to child exploitation material and in order to protect their mental
health from repeated exposure to such material. A three-stage classifier was trained
and validated on data from multiple, isolated, ‘real world’ criminal cases was built and
its performance on multiple, thematically distinct corpora including a completely
separate case was documented.

A similar approach was followed in [71] where the authors compared the
psychological well-being and coping mechanisms of law enforcement personnel
involved either as investigators and/or examiners in child pornography cases. The
author stresses out the need for a meaningful support to those individuals and the
provision of mental health services to them, without creating a fear of stigmatization.

AGGREGATED RESULTS

As we can see from Table 1, most digital forensics research in the healthcare field lies
in the mobile- and host-forensics field, with 17 and 16 number of research studies
conducted respectively. Cloud and network forensics in healthcare follow with 13 and
10 studies each, while seven studies fall out of these domains although linking
healthcare and digital forensics in their core study.

LIMITATIONS IN CURRENT PRACTICES

A significant number of limitations as identified in the corpus of this study
indicates how current digital forensics are struggling towards creating a robust
and safe-proof environment for the healthcare ecosystem and the associated
healthcare services continuum.

Most studies have either not tested their proposed frameworks or data
investigation mechanisms in an outside-of-the-laboratory environment (70% of
total studies), which provides ground for fake news given the “unrealistic”

Table 1. Aggregated List of Studies in Review per category

Digital Forensics Category Number of Studies
Host Forensics 16

Mobile Forensics 17

Network Forensics 10

Cloud Forensics 13

Generic Category 7
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Table 2. Application settings of Corpus Studies

Studies Total
Simulations or Lab [9], [17], [18], [25], [26], [29], [31], [33]-[36], | 19
Environment [39]-[42], [56], [58], [60], [69]

Conceptual Framework | [10], [11], [13], [14], [16], [191-[22], [24], [27], | 25
[451-[53], [55], [61]-[64]

Real-Case Applied [12], [15], [23], [28], [30], [32], [37], [38], [43], | 19
Framework [44], [54], [57], [59], [65]-[67], [68, p. 19], [70],
[71]

environment their results are based upon, while only 30% have been either used
or tested their approaches in real-case applications or actual settings, as shown in
Table 2. This challenge however is tackled by the fact that 42.8% of the studies
were published/conducted over the last two years (2020 and 2021) where the
Covid-19 pandemic was at its peak. Another positive aspect identified is that the
majority of the real-case application-related studies (10 out of 19 studies, 52.8%)
was conducted or published on the same period, showing that there was an
increased interest in the application of digital forensics in actual healthcare
settings and environments.

Another issue identified is the limited application field of the investigated
items in healthcare. As indicated in the Introduction section, several issues
related to digital forensics gain attention, like the use of deepfakes [72] or the
need for biometric authentication system in health monitoring systems based on
bio-signal processing so as to prevent health fraud scam [73]. However, there is
not a bird eye’s view of how digital forensics can actually help a connected
health future. While many authors recognize that healthcare organizations face
many different challenges, including the adaptation to new and existing
regulatory standards, shifting technology landscapes, and the new realities
introduced by Covid-19, facing the challenge of managing the potentially
devastating effects of cybersecurity attacks is taken in an isolated and idealistic
manner in most cases.

For example, identifying the vulnerabilities of fitness trackers, smartwatches
and health applications monopolized the interest of authors in the mobile-
forensics area (14 out of the 17 identified studies). Although all approaches are
valid in terms of digital forensics in the field of healthcare, their field of
application is pretty limited and based on several hypotheses which do not
actually contribute to the connected health vision but rather split it into its
elements. This is of course by any means not a fault of the researchers but to the
lack of providing a connected health framework under a digital forensics’
perspective. Healthcare organizations are in need of a digital forensics solution
which will help them easily identify how cyberattacks occurred so they can
quickly meet regulatory compliance and remediate the effects of security
incidents as comprehensively as possible.

A crucial limitation in the state of the art is the need for a trusted setup, in
the form of trusted parameters selected by a trusted third party. The last decade
has therefore seen the rise of the decentralized approach, starting with
blockchains. While decentralization was originally oriented to developing
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cryptocurrencies, it has then been generalized to smart contracts and is finding
its way into an increasing number of applications. Although centralized systems
have inherent limitations, poorly designed decentralized systems can easily be
worse. Therefore, it makes sense to focus on understanding what kind of
privacy-preserving solutions can be provided in (i) cloud and/or (ii) edge and/or
(iii) decentralized architectures. To this end, a digital investigations framework
for connected health should rely on provable security to design both centralized
and decentralized solutions leveraging on private and trusted spaces with the
goal of providing a clear picture showing to which extent one can protect
security and privacy without compromising effectiveness. Another research line
should also consider how to scale and adapt existing methods for secure
aggregation in federated learning to the specific scenarios considered in terms of
defining an object for investigation. Furthermore, designing ad-hoc secure
protocols (boosting thus efficiency) for relevant functions in an on-the-fly
framework is a very compelling research problem

Towards a Cybernetic Digital Investigation Framework for Connected
Health. Cybernetics as a concept is a term coined to indicate a cooperative
process on the control and communication aspects in the animal and the
machine, based on Norbert Wiener [74]. By using a cybernetic approach, the aim
is to realize the limits of the devices and the machines (including the systems
and their elements involved) in the healthcare domain, when these break down
so that the investigation will teach us something new that is nontrivial. The
digital forensic investigators are always present, as the healthcare system
includes them. And this should be a prerequisite, given the new post-Covid-19
era coming. Given that cybernetics is distinctive in accepting the ubiquity of the
error and the circularity nature of the link between the actor-agent and the
objects or goals in terms of action and communication aspects, creating a
cybernetic digital investigation framework in healthcare employs in many ways
superb models for a modern, skeptical digital forensic science based on the
notion of explanations by humans and exploiting the healthcare devices and
mechanisms in an agnostic manner, where cybernetics principles will serve their
purposes of investigation (Fig. 2).

One additional reason for using the cybernetics concept is the pursue of a
behaviorist approach, by observing and trying to account for behaviors, reflected
not only in the mechanical aspects but on the human aspects as well. Through
the mechanism of circularity, the elements of the actors-agents and the sub-
systems alter in every change of each cycle.

threshold values and reference points estimation
normal data flow

[~ ——— feedback take-off « =+ —+ —+ — -
: v I
iNpUt =— « — « » subtractor =— . — .=+ compensator — . —.» effector — . — . » output
|
external/internalmalicious event . corrective/identification actions
digital forensics layer overview

Fig. 2. Bird’s Eye View of the Cybernetic Digital Investigation Framework
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Thus, the behavior of each change is response to the other. In this sense, the
actor-agent’s progress around the circle forms a spiraling notion, leading to
knowledge of who and what has been involved. Given the circularity of such
system, we assume the possibility of similar behavior (or better, similar trends and
behavioural patterns) in each element. That way we can correct the error, by creating
a pattern as we correct them, extrapolating from several specific cases to develop a
general understanding through which to identify or even modify the actors’
behavior, we exhibit learning and we modify our learned behavior by continuing to
test for errors and adapting accordingly, continuing the learning process.

A highly relevant dimension in our approach for a digital-forensics driven
connected health landscape is based on rigorous and comprehensive feedback
take-off methods, which are seemingly lacking. Most of the current tools are
only applicable locally and to a smaller extent failing to scale and being practical
over local, national and international borders. The proposed cybernetic digital
investigation framework aims at remaining healthcare-relevant by handling use-
cases that come from real-world applications, where normal data flows are (or
not) interrupted by either internal or external (malicious) events. Another need,
arisen from the plurality of different digital forensics efforts is a unifying
framework that offers features that can harness the power of the best tools and
solutions available. The feedback take-off mechanism aims to carefully study
and estimate the existing threshold values and reference points, not only from an
academic aspect but from a practical, solution-oriented approach as well, to
select the most promising ones and improve them through integration via a
unified feedback and validation mechanism.

In addition, while the current frame of digital forensics is centered on its
different areas, pursuing expansion over an area of research will allow a re-
estimation of threshold values and reference points to build tailor-made
constraint solvers through the assembly of components that is safe and
trustworthy by-design. This important dimension is feedback take-off capability
of developed corrective and event identification methods and actions, where
their effect will be cross-checked to allow for an internal validation loop.
Figure 2 depicts the envisioned framework from a bird’s eye perspective.

Description and Key Concepts. Based on the primitive second-order cybernetic
system and on the theory of objects which is founded on both circularity and
observing, a self-observing circular system is hereinafter proposed in which observing
involves a switching condition between being observed and observing. This system is
inspired by the theoretical approach presented in [75], where the entities which
interchange the role of (self-)observed and (self-)observing are named Objects (O).
This interchange of roles generates a timeframe (¢,) and empty slots, where O is
(self-)observed, meaning it is not (self-)observing, so another Object could fill the
vacant (observing) slot, observing it (Fig. 3). Using temporal synchronicity logical
arrangements can be established to give external observers the chance to enter both
into observing and observed slots to establish relationships between (observations of)
Objects, thus satisfying the prerequisite for logic, representation and communication
principles as dictated by cybernetics principles.
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This continuous and circular switching between (self-)observing and (self-)
observed generates time, as the back and forth switching of the same Object
between the slot of observing and being observed, transforms it into an oscillator
(a time generator). This time of course is under relevant terms, meaning that it
may span across different time scales (e.g., minutes, days or even years). As this
switching leaves empty slots, the resulting vacancies may be filled by other
Objects. That means that another Object can act as an external observer and may
observe the previous (or another) Object. For this to happen, the two Objects
must have a degree of synchronicity in order that the empty slot can be filled.

This coming together of the two oscillators allows an external observation to be
made. Coming together in partial synchronicity of several oscillators allows logical
relationships between the observations of various Objects. For example, if the times of
observation by an externally observing Object of two other Objects is exactly the
same, there is a logical identity, which may be used either to establish the relationship
“same” or to have one of the two Objects “represent” the other. Therefore, the basics
of observation of one Object by another, and of how Objects can be related together,
become inherent in these structures named Objects.

(observing slot) (observed slot)
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Indicates a filled slot

Indicates an empty slot

Fig. 3. Schematic Representation of an Object (adapted by [75])
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A schematic representation of an Object is presented in Figure 3 (adapted by
[75]). As the timeline progresses from top to bottom, a grey slot indicates that it
is “filled” by an Object, while a white one that it is vacant. The sequence where
a filled (self-)observing slot switches to fill a (self-)observed slot and back again
is indicated by the dotted arrows. When a (self-)observed slot is empty, another
Object may observe through it. A whole phase is marked when the same Object
reaches for a second time the phase of being (self-)observing.

Framework Paradigm. While at a conceptual stage, the practicalities of
our framework can be seen via deploying the results of the current study. Given
the theoretical framework presented in the previous section, an Object in our
case can be a wearable, an application, or a medical device, with the actors-
agents being the digital forensic investigators, the cyberattackers and the
healthcare departments. In constructing the timeline events between the entities,
the main aim of the relationships and characterization of the systems would be to
increase the robustfulness and trustworthiness of the healthcare system, in it
offering provable security, safety and reliability guarantees.

Inspired by the limitations and challenges identified in the cloud forensics
area and especially in work performed in [52], [54], [55], [61], [62] we present a
conceptual architecture which can be enhanced by enabling multi-party
computation (MPC) to involve the distribution of the health data across multiple
nodes and authorities, where each node and authority has its own rules and data
sharing policies.

While privacy relates to any rights one has to control their personal
information to ensure that only the minimal information required for a
computation is disclosed, security, on the other hand, refers to how these
computations are protected in the presence of adversaries so that the outputs are
correct according to the inputs and the functionality that is behind the
computation. Instead of naively relying on signed privacy disclosure agreements,
one should as much as possible protect confidential data so that it is released
only during those computations that inherently need them. This is precisely the
goal of the challenging submodule named "Privacy" that will include interesting
research directions. The "Privacy" submodule aims at providing a satisfactory
trade-off between effectiveness and confidentiality.

By deploying the suggested framework, one can leverage privacy-enhancing
cryptography to protect data so that they remain available only to the owner and to the
computations that strictly need them. No player in the system is supposed to obtain
more information than what is strictly required for its role. Obtaining such an extreme
form of data protection requires some advanced tools that go way beyond the naive
use of digital signatures and private/public-key encryption. The most relevant one is
multi-party computation (MPC), but other tools as zero-knowledge proofs and
differential privacy can be integrated as well. In detail:

e MPC is a cryptographic tool that consists of allowing data owners to
jointly compute functions of their private data so that: (a) the outputs are
correctly computed and known only to those players in the system that are
supposed to receive them while at the same time they remain hidden to anyone
else; (b) the confidentiality of every input used in the joint computation is
preserved except for what can be inherently inferred by whoever sees the output
and knew already some other inputs before the computation even took place.
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o ZK-proofs: Zero-Knowledge (ZK) proofs allow the owner of some
confidential data to make claims about the output of public functions of such
data while keeping data confidential.

e Differential Privacy (DP) tries to go beyond some unavoidable privacy
leak of MPC. Indeed, the output of a joint computation might inherently reveal
too much information about the data owner. Such possible privacy breach can be
mitigated using DP that aims at anonymizing data before they are used in a
distributed computation. Unlike previous modules, here the impact on
effectiveness is not just based on measuring the overhead in terms of
performance, but also in terms of quality of the aggregated data. Indeed, when
anonymizing data through differential privacy there is also a loss in data quality.

By leveraging MPC jointly with ZK, and DP the framework can produce a
layer of computations over confidential data that provides resilience to
adversarial behaviors both in terms of correctness of the computation and on
protection of confidentiality. Again, no additional layer with such desirable
features can come without cost. Therefore, focus should be given on carefully
measuring the pros of confidentiality and integrity of the computations with the
cons of reduced effectiveness due to loss of performance and data quality. An
important parameter that should be considered is the degree of decentralization
that can be achieved, considering the corresponding loss of the impact on
effectiveness. Indeed, a decentralized system would minimize the use of the
trusted space with the purpose of maintaining security and privacy even in the
presence of a fault in the trusted space. Obviously, the computations in the
trusted space would be reduced and consequently more expensive and less
expressive computations among private spaces would be required.

The methodology that can be used to assess the validity of the protocols that
will be constructed along with their analyses is known as "provable security". By
deploying the suggested framework, we consider another methodology that is a
de-facto standard in cryptography: the ideal/real-world paradigm. When
adopting this methodology, the definitions consist of specifying an ideal world
that is clearly invulnerable by inspection and assessing the developed
methodology. Considering Objects as two dimensions to measure the quality of
a computation over (possibly confidential) data. The first dimension will be the
effectiveness. The second dimension will be robustness of the computation in
terms of resilience to adversaries trying to compromise security and privacy.
Another element that will be considered is the transparency of the system. The
rise of blockchain technology has shown that transparency can be achieved
while reliably computing on data. Such settings can be explored when
considering decentralizations with the goal of giving weight to transparency. To
further validate our approach, creation of “what if” [76] scenarios involving data
controllers and processors to assess if MPC leads to GDPR avoidance, no legal
benefits or there exists data protection by design (DPbD) can already be seen to
“fit” the description of our suggested framework.

The application of such a framework will fundamentally change how connected
health systems are engineered in the real world. The researched techniques and
investigation processes will provide the highest possible degree of assurance, with
the certainty of mathematical proof, while being cost-competitive with traditional
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low- to medium-assurance systems. Verified research is a reality in the healthcare
field thus work should be done on creating a societal shift towards mainstream
adoption. To present our approach, we construct two more paradigms based on the
state-of-the-art review presented here.

Paradigm I As mentioned earlier in the Limitations section fitness trackers were
investigated the most in the mobile forensics research. This gives a chance to obtain
observations of an Object (a fitness tracker) from different perspectives creating at the
same time a timeframe of the investigation process and establish relationships.

In more detail, we may assume as an Object (O) the Xiaomi Mi Band
tracker, which was researched in three studies [34], [35], [38]. In [35], [38] the
Xiaomi Mi Band 2 (0O,) is presented, while the Xiaomi Mi Band 4 (O,) is
investigated in [34]. We create two different objects (based on the different
version of the tracker) so as to investigate (a) whether a whole phase has been
completed and (b) whether we can deduce some relationships related to the
nature of the Object. Following the principles of the theoretical framework, three
actors-agents are considered: the device manufacturers (DM), the digital
forensics researchers (DF) and the healthcare organizations (H) testing the
device. Depicting the oscillator time points related to the Objects into the
framework for a better overview (Fig. 4), we can see that:

(a) the DM point-of-view remains in the observing slot (at least for the time
being in both timelines, #, and #,);

(b) the DF and H perspectives create a knowledge base (observed slot) that
can assist in formulating relations that may characterize both Objects;

(c) the one thing missing to complete a phase and move into the next level
of the framework approach, is the integration of the results from both DF and H
perspectives into the device (be it from a hardware or a software approach).

That would transit the state of the object from being observed to the
observing once again, meaning that the feedback received updates its status.

As it seems, the DM perspective remains mainly in the observing slots,
leaving other actors (DF and H) to assess the object and consequently initiating a
reactivation of the observing slot and a new oscillation based on another or
newer version of the Object.
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Fig. 4. An example application of the suggested framework in selected literature
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This is driven by market needs and changes, customer needs and financial
reasons, however it clearly shows the lack of feedback control mechanisms in
the contemporary era, where actors most likely choose to start anew instead of
revisiting existing products and upgrading/updating their functionalities by
taking into account existing research.

Paradigm II: The previous approach stands also true when we examine the
Wireless Body Area Network (WBAN) as an Object. Following the same steps
with the Xiaomi Mi Band device, WBANSs are examined in four studies [44],
[47], [48], [53]. As all of them remain at a conceptual level and not being part of
the actual healthcare system, a whole phase is still not marked, although
solutions in this area might seem closer to realization as indicated in [77], [78].

These two paradigms highlight what is currently lacking in existing efforts
towards connected health and digital forensics by design approaches: not only the
evidence needed to support and prove the health and privacy/security aspect, but the
feedback take-off needed to drive further progress in this field. These actions should
be undertaken not only from the DM perspective, but also from the DF and H
viewpoints in our paradigms, meaning that all involved stakeholders should be
activated in order to put the relevant knowledge into meaningful evidence-based and
soundproof updates and upgrades of the existing systems.

CONCLUSION

The actual integration of the suggested framework within the digital forensics
and linked health joint domain has to be established. Even though the recent
Covid-19 outbreak might have accelerated things, the present research revealed
that there is a theoretical relationship between digital forensics and healthcare.
Furthermore, the threat of fake news and widespread public distrust of
pharmaceutical companies and news organisations have underlined the need for
a digital forensics system of health data. Identification as well as recognition of
fabricated clinical evidence, validation of clinical research results, as well as
validation of medical reports, just like any housing agreement, should be the
core component of such an approach, upon which integrated entities could
perhaps devise a device-agnostic reliable and smart ecosystem.

The framework presented in this current research aspires to contribute through the
interlinking of diverse, de-centralized Objects, as these are defined in the previous
section, in a secure way, avoiding the problems of managing structural data
heterogeneities. This will facilitate the connected health data interoperability and will
enable the development of data modeling and advanced curation methods that will
contribute to enhance the productivity of health innovators exploiting rich data and
information registries, as well as the quality of services offered to the patients and
relevant stakeholders. In line with the transformation of health and care in the digital
single market and cross-border innovation objectives, our framework highlights and
promotes the activities for contributing to providing secure mechanisms for data
generation and facilitating data interoperability to address patients’ safety and
empowerment through data value innovation.
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Fig. 5. Mutual Benefit Areas in Systemic Overview of Digital Forensics-enabled Connected
Healthcare

This report makes the point that opportunities to gather data and give
solutions are thriving. Cyberattacks might be used as a launching pad for
healthcare facilities, technologies, or concepts, revealing what and how is weak
and of interest to enemy groups. The primary notions represented by the
suggested cybernetics digital research framework are not all that dissimilar with
those of digital forensics and connected health. It is more of a little departure
from the parent concepts, since its elements are drawn from the subject, than
anything altogether different. A close parallelism can be shown schematically
(Fig. 5) where one notion begins and the other concept finishes.

The main point of our study is to show that while there might seem an
immense multiplicity, a unity can be formulated and vice versa: where
something appears as a unit, an unbounded plurality of conditions might be
enclosed within it. Moving into a connected health future should be built upon
existing accidents so as to mark the upcoming changes that would affect such a
system (Fig. 5). Isolated events of digital forensics interest should inform such a
foundation in a verified and validated manner, driven by existing and future
research works. Developing a comprehensive healthcare domain-informed
digital forensics-driven framework for a trustworthy connected health landscape
in tomorrow’s smart city will enhance the intelligence and increase the degree of
autonomy and safety of these systems so as to support operations of critical
nature in a cross-sector manner.
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Bemyn: Hewooasne 36invuienns macumadie noodii, cnpuuunenux nandemiero Covid-19, ma
3yMO6IeHa YUM Kpu3a 8 2any3i OXOpOoHU 300p08’s NIOKPecuoiomyb 6adCIUGICHb Yugpogoi
KPUMIHATIICMUKY Y MO8 SI3AHIIl eKOCUCmeMi 0XOpoHU 300p08 . Tomy ModcHa 3 YnesHeHicmio
npunycmumu, wo € 3pOCManHsa iHmepecy 00 Yupposoi KpumiHaricmuku i 00 moeo, 5K yi
Memoou 3acmoco8yIOmbCs 6 CYHACHIl eKOCUCTEMI 0OXOPOHU 300P08 51, WO 3YMOBIIOE 20106HE
NUMAHHA NOMOYHO20 OOCTIOINCEHHS.

78 ISSN 2663-2586 (Online), ISSN 2663-2578 (Print). Cyb. and Comp. Eng. 2023. Ne2 (212)



Analysis and Definition of Necessary Mechanisms to Ensure the Security and Privacy of Digital

Mema pobomu nonseac 8 momy, wood 30cepeoumucs Ha GUHAYEHHI ma pPo3poOneHH]
HeOOXIOHUX MexaHizmie Ons niompumanns Oesnexu ma 3abe3nedwenns KoH@pioenyitinocmi
OaHUX, AKI NOWUPIOIOMbCI 8 PAMKAX HASABHUX O00CHIOdNCEeHb V chepax yughposoi oxopouu
300po6’s ma kibepoesnexu. Cmpykmypy, HAmMXHeHH) KibepHemuKoo, CMEopeHo HA OCHO8I
YUHHUX NPAKMUK T BUAGTEHUX KAIOUOBUX NPOATUH.

Pesynomamu: I1'ame erexmponnux 6az oanux, a came Scopus, IEEEXplore, PubMed,
DOAJ ma arXiV, 6yro eusnaueno sk oOcHosHi Odicepena oanux. byno nposedeno
Havcyyacniwull ananiz (State-of-the-Art — sax eumsip mucmeymea), wob 3po3ymimu
0bMedIcenHs nPUCMpPoie Ma KOMR IOMEPHUX CUCTEM (BKTIOYHO 3 3ATYYEeHUMU CUCeMaMu ma
ixnimu enemenmamu) y cehepi OXOpOHU 300p0O8’s, KOMU BOHU GUX00AMb 3 1A0Y, W00
PO3CIOYBaHH HABYULO HAC HYOMYCb HOBOMY, Hempusianvhomy. [Jyoce 8adCcIuguili acnekm
Hawio2o nioxody 00 JnaHowagmy nos’s3anoi cucmemu OXOPOHU 300p0O8’s, KepOBAHOZO
Yuppogoio  KpUMIHATICMUKOIO, 0A3YEMbCA  HA  JHCOPCMKUX | KOMNJIEKCHUX Memooax
OMPUMAHHS 360POMHO20 36 A3KY, AKUX, 30A€MbCS, HAPA3i OPAKYE.

Bucnoeku: I'onosna mema nawioco 0ociiodncens nOAsA2AE 8 MOMY, Wob NOKA3amu, wo 3a
YMOBU HAAGHOC BENUUE3HOI MHOJICUHHOCTE, EOHICMb MOJIce OYMU cPOPMYNbO8ANA, | HAGNAKU.
SAKUO WOCh BULTANAC AK OOUHUYS, 8 HbOMY MOJICe MICTUMUCS HeOOMedHCeHa MHOJICUHA YMos. Pyx
00 MatibymHboi nog’si3aHol cucmemu OXOPOHU 300p08’s Mae 0a3yeamucsi Ha pe3yibmamax
auanizy 6UAGNEHUX HEeWACHUX BUNAOKI8 Y il (YHKYIOHY8aHHI, W06 NO3HAUUMU MAUOYMHI 3MIHU,
5K RO3UMUBHO BNIIUHYMb HA (DYHKYIOHY8AHHS YIET cUCmeMu.

Knrouosi cnosa: nos’szama cucmema OXOpoHu 300p08’s, Yupposa Kpuminaricmuka,
noe’sazamne 300p08 s, KibepHemuuna yugposa cmpykmypa posciioyeants, Kibepboesnexa.
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