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INTRODUCTION

Last year’s around the world there is a rapid growth of wireless data networks
used in the scale of individual enterprises (LANs), and as a binder component for
corporate and government networks. A powerful incentive to this growth — the
emergence of new standards regulating the operation of wireless networks [1].

The problem of increasing network performance is very relevant. In practice,
the actual speed of data transmission / receiving is significantly lower than the bit
rate supported by used network technology. Particularly this problem is acute in
wireless networks. The actual wireless network bandwidth depends on the used
technology, the number of subscribers in the network, length and quality of
communication channels, electromagnetic interference, weather, network
equipment, protocols and many other factors.

At the present time the development of motion control systems of dynamic
objects is based on the using of navigation telecommunications networks, in which
are widely used satellite navigation technology and communications, together with
the network technologies of navigation information transmission. This combination
of hardware and software makes it possible to ensure the optimum performance of
navigation equipment and allows to implement the multivariable modeling
techniques in navigational and communication networks using complex databases
of characteristics of different types dynamic objects. Digital communication and
information technologies are crucial for the implementation of network-centric
control of air, sea and ground objects based on the joint use of the navigation
information on the basis of common interfaces, standards and protocols.

STATEMENT OF PROBLEM

Formulation of the research problem is the need to develop the technologies
for control of communication process between all network objects and technology
for management of data information transfer in models of remote control in
distributed networks [2].
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The main factor affecting the performance of computer networks is a network
delay in the transmission of data packets. Previous studies have shown that the use
of the existing scientific and technical solutions in the computer networks of
distributed control of applied process does not provide required quality of control
and management of data transmission at presence of packet delay in the network.

For example, at influence of electromagnetic interference the transmitted
information is distorted. This fact is detected by analyzing the checksum of the
network packet. If the packet has been distorted, he discarded by the receiver. As a
result, the receiver does not send a confirmation of successful reception to the
transmitter, and, consequently, the sender retransmits the packet. Thus, the longer
the packet and the higher the probability of bit error, the smaller the performance
of a computer network.

Scientific novelty of idea is the use of net-centric technology to develop
advanced control systems for data information transfer. It should be noted that
under net-centric technology we mean such structure of the remote control, which
provides interconnection of network elements, the ability of interaction between
them and the management of them in real time. This will ensure a functional and
timing compatibility of all network elements [3].

Purpose of the work is to explore the fundamentals and principles of
construction of new and perspective control systems for transfer of information and
communication data in network using the net-centric technology. It will
significantly expand the list of solved tasks of distributed control of high-speed
cycles of application processes and improve the quality, reliability and security of
network systems in general.

Purpose and objectives of the work is to get a basis for further research and
practical development of technologies for monitoring and management of
application processes in the network in real time scale based on net-centric
technologies that will improve the quality, reliability and security of network
systems and technologies.

NETWORK-CENTRIC CONTROL TECHNOLOGY OF DATA TRANSFER BY NETWORK
COMMUNICATIONS

In the early years of the appearance of communication between computers
software for networking was created haphazardly, for each individual case. After
the networks gained enough popularity, the majority of experts recognized the need
for standardization of software and hardware of computer networks. It is obvious
that standardization enables system vendors to develop hardware and software that
will be able to operate even in the presence of different architectures.

It is necessary to draw a clear line between the work of software and hardware
components of network. There is diverse equipment that operates in the network;
its performance and reliability are dependent on this equipment. Other network
characteristics, such as transparency and safety depend on a variety of software:
network operating systems and network applications.
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The network is the connection of different equipment, different software, and
therefore the problem of compatibility of different technologies and equipment of
various types of operating systems remains important.

Of course, there is a certain independence of operation of hardware and
software, which together perform the work of a computer network. This
independence laid in a common unified system of construction of the network
components. Software tools "do not muse about" what happens on "lower layer" of
the network, they simply send their requests over there and receive a response in
the form understandable for themselves. In its turn the network hardware resources
"do not muse about" what the software does with the result of their work, they
receive a request, perform the necessary actions and provide an answer.

Without the generally accepted standards of construction of network
equipment, progress in network development in such a huge variety of networking
products, would be simply impossible.

Until recently, developers of network equipment concentrated their attention
mainly on the problems of transferring information packets in computer networks,
but now many leading companies (IBM, Intel, HP, EMC, Microsoft, Motorola,
Symantec, Siemens, Boeing, Honeywell and many others) develop specialized
software and hardware solutions for net-centric distributed control systems.
The wuse of existing technical solutions (patents US6683889-Siemens,
EP1661343-Motorola, US6363056-Ibm, W0O0237773-Intel, EP1426870-Boeing,
US2007111725-Honeywell and others) in computer networks of distributed
control of high-speed cycles of application process does not provide required
quality of control [4].

Analysis of recent research, literature and patent searches on this issue show a
high relevance of submitted question and the need to resolve it. In particular, the
2013-2028 Global Air Navigation Plan of International Civil Aviation
Organization envisages improvement of air navigation service due to control and
management of the transfer of digital aeronautical information, which coincides
with direction of our work [5].

The project is based on applied research in the field of high-speed cycles
control systems for net-centric dynamic application processes with spatially-
distributed interrelated functional components. Thus it provides functional and
temporal combination of internal resources of net-centric distributed control
systems with objects and technological processes on the basis of shared use of
dynamics models working in an accelerated time scale into a single space-time net-
centric complex.

An idea of net-centric and neural network technologies for monitoring the
quality of data transmission with the wireless network is proposed. The main
scientific and technical idea of design of monitoring systems and distributed
control systems of a wide class of application processes, namely data transmission
in the global expanse of information networks on the basis of network-centric
technology consists in forming of commands of distributed control. This is
achieved by simulation of dynamics of the application process in accelerated time
scale in conjunction with the simulation of the process of formation of control
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commands according to the current condition of the application process. This
allows compensating the delays, errors and packet distortions in networks [6].

To conduct the necessary research of communication lines and use of
network-centric applications and neural network technologies a method of route
control and the quality of information data transfer via Wi-Fi-network was
developed. A computer algorithm and software that determine the data route, the
parameters of the network, delays and the losses of data packets were developed.
Also, this software localizes the point with the highest transmission path delays and
losses, and offers an alternative data transmission route with higher quality.

Realization of researches is based on the methods of mathematical analysis,
combinatorial optimization, probability theory, simulation, automatic control
theory, methods of nonlinear absolute invariance and software packages, such as,
MatLab Simulink, C++ programming language, Adobe Flash and others.

There is an example of the practical results obtained by the analyzing of
network quality on Figure 1. The graph shows the time-relation of data
transmission and receiving speed with different number of users.

Fig. 1. Time-relation of data transmission and receiving speed with
different number of users

To solve the problem of determining the quality of the data transfer process in
order to further control and manage this process, a method which is based on
software that works with any standardized computing environment was developed.
This method detects and evaluates the operating parameters of the wired Internet
network before, during and after transmission of the information data packets
provides analytical (numerical values of time delay of packet transmission, the
percentage of lost data, signal quality, transmission speed and receive speed) and
graphic parameters to control information transmission routes (Fig. 2, Fig. 3
and Fig. 4).
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Fig. 2. The graph of signal-to-noise ratio while removing the transmitter

from the source of interference
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Fig. 3. Signal strength depending on the frequency and distance of data transmit

Executing of a method is provided by connection to any wired Internet

network with arbitrary parameters. The collected data is stored in a computer

environment for further processing and collection of statistical data. Based on these

data the possibility of using different ways to compensate time delays and loss of

data packets in the network was considering (Fig. 5), there is a practical possibility

of using methods of compensation based on the data transmission systems with

feedback what is implemented in the present method. A characteristic feature of
this method is that the decision to re-transfer and use of compensation protocols is

accepted in the final destination (by receiver).

2016

s

© S.V. Melnikov, A.E. Volkov, N.N. Komar, D.A. Voloshenyuk

ISSN 2519-2205 (Online), ISSN 0454-9910 (Print). Ku6. u Bbr4. Texs. 2016. Boin. 186.

50



| L
(¢ '. ) (‘ﬁ‘?’)
Top) )
s A Ea
RN ;
((19)) i’m W :a
Q" 5 Wﬁ %
. ‘?‘{L » »
rbﬂm‘ﬁ,f
T

Fig. 4. The dependence of signal power on the number of parallel transmission sources

oy

Fig. 5. The graph transmission numbers of fragments of one file (10 broken fragments)
at 5 network transfers

Result of data transfer simulations with using network-centric system which is
based on the method of control of the quality of information data transfer via a
wired Internet connection showed that the results of the quality of network
performance is almost in 3 times better than standard network connection. This
confirms the appropriateness of using the given development in the terrestrial
wired data transmission systems and the need to develop such technology for
wireless connection.
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Development of modern intelligent automated control systems of dynamic
objects and processes in a distributed environment should be based on high-speed
data transfer technologies. For the high mobility of these intelligent systems it is
important to use wireless technology. This will allow to create a new adaptive
network-centric principles of intelligent control. Weaknesses of the modern
wireless data transmission technologies (e.g., Bluetooth, and Wi-Fi) are crucial for
the construction of such intelligent control. High sensitivity to time delays,
obstructions, interference and noise makes it difficult to create high quality
intelligent systems. Thus, the development of new algorithms and methods for
improving the quality of modern communication systems and communication is
one of the priority directions in the field of intelligent control.

CONCLUSIONS

It may be noted that the problem of the need to create a net-centric
management and control system of transmission of information data in a remote
control models of dynamic objects (in our case, aircraft) has a high priority and
actuality, that is confirmed by the ICAQ's 2013-2028 Global Air Navigation Plan.

The paper proposes the idea of using net-centric technologies that will provide
a new opportunity to control dynamic objects in real time.

Considering and taking as a basis the problem of the quality of the wireless
network and the need to improve the transition by using new principles and
technologies of data transmission, the method of control and determine the quality
of information data transfer via a wired Internet connection was developed. This
method allows: to determine the data route via the Internet and the network
settings, delays and loss of data packets (Fig. 4); to localize the point of
transmission of the route with highest delays and losses; to provide an alternative
data transmission route with better quality. This method was developed as a basis
for net-centric management and control system of transmission of information data
in the models of remote control of aircraft.

Experiments and simulations of the use of such a system are shown that:

— obtained delays, as well as the loss or corruption of data, significantly
higher than aviation tolerances, which confirms the relevance of this work;

— the use of the developed method improves the quality of modeling process
for linear regression models;

— it is possible to extrapolate and approximate output signals which have
rather complicated forms;

— both linear and nonlinear dynamic models are taken into account;

— it opens the way for creation of new ways and methods for compensation
and prevention of network errors, delays, distortions, interferences and packet loss
of information data;

— development a method for determining the quality of information data
transmission via a wireless connection, also as a creating programs for protection
against unauthorized network access — are a perspective research objectives.

— for the effective functioning of control systems with distributed
information and executive resources in heterogeneous navigation networks, in case
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of the using of remote control system it is necessary to complex consideration of
all the control processes elements and accounting of the following
recommendations:

— the distribution of control information on the importance relative to the
management objectives and acceptable delays in transmission;

— defining of specifications of protocols for data transfer for the various
types of information;

— determination of the feasibility of using different channels and information
transmission routes;

— ranking priorities of the importance of the data and its transmission
sequence in information structures;

— the creation of structures that duplicate the data transfer process;

— determination of the structure of the distribution of parts of the system
depending on the possible delay interval of control signal.

Furthermore additional features of control structures organization which take
into account the developed methods of control of high-speed dynamic processes
can be used.
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The purpose. The project is based on applied research in the field of high-
speed cycles control systems for net-centric dynamic application processes with
spatially-distributed interrelated functional components. Thus it provides
functional and temporal combination of internal resources of net-centric distributed
control systems with objects and technological processes on the basis of shared use
of dynamics models working in an accelerated time scale into a single space-time
net-centric complex.

Results. To solve the problem of determining the quality of the data transfer
process in order to further control and manage this process, a method which is
based on software that works with any standardized computing environment was
developed. This method detects and evaluates the operating parameters of the
wired Internet network before, during and after transmission of the information
data packets provides analytical (numerical values of time delay of packet
transmission, the percentage of lost data, signal quality, transmission speed and
receive speed) and graphic parameters to control information transmission routes.
This paper provides the results of computer simulation which are represent the
network connection quality.

Conclusion. Development a method for determining the quality of
information data transmission via a wireless connection, also as a creating
programs for protection against unauthorized network access — are a perspective
research objectives. Results of simulations confirm the appropriateness of using the
given method of data transfer control in the terrestrial wired data transmission
systems and the need to develop such technology for wireless connection.
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MEPEXEINEHTPUYHA TEXHOJIOI'ITA KOHTPO-
JIIO ITIEPEJAUYI JAHUX Y MEPEXI

Measnukos C.B., Boikos O.€., Komap M.M., Boixomeniok /1.0.

Mixcnapoonuit HAyK080-HAGUANbHUIL UeHMD IHPOPpMAYIIHUX MeXHON02Iil ma cucmem
HAH Ykpainu ma MOH Ykpainu, Kuie, Ykpaina

Beryn. IlpoGneMa miiBHINEHHS TPOMYKTHBHOCTI KOMII'FOTEPHOI Mepexi
JOCUTh aKTyalbHa. Ha mpakTuili peanbHa MBHIKICTH MPUOMY / Tiepenadi JaHux
BHSIBJIIETHCSI  ICTOTHO  HHXKYE, HDK OIiTOBa IIBHJAKICTh, IMIATpUMYyBaHa
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BHKOPHCTOBYBAHOI) MEPEKEBOIO TEXHOJNOTier0. OCOOIMBO TOCTPO Isl mpodieMa
mocrae B O€3APOTOBHX Mepekax. PeajbHa MPOMYCKHA 3[aTHICTH OE3ApOTOBOL
KOMIT'TOTEpHOI MEpeKi 3aJIeKHTh BiJI BHKOPHCTOBYBAHOI TEXHOJIOTIi, KUIBKOCTI
a0OHEHTIB B MeEpeXi, MPOTSHKHOCTI 1 SKOCTI KaHaliB  3B'SI3Ky, pIBHSA
eNeKTPOMATHITHUX 3aBajl, [TOr0JIH, BUKOPUCTOBYBAHOIO MEPEKEBOrO OOJIaHAHHS,
MPOTOKOJTIB Ta 0araTthox IHMIMX (akTopiB. [locTaHOBKA AOCIHIHKYBaHOT TPOOIEMHU
MOJIATa€ 'y HEOOXITHOCTI PO3POOKH TEXHOJIOTIH KOHTPOJIO 3a IPOIECOM 3B’S3KY
MK yciMa 00’€KTaMH MEpeXi Ta TEXHOJOTil YIpaBiIiHHS Iepenadcio JaHHWX B
MOJIEIISAX BiIAIIEHOr0 KEPYBaHHS Y PO3HOALICHIX MEPekKax.

Mera poGoru — jgocmiauti (GyHAAMEHTAIbHI OCHOBH Ta MPUHIUIN
moOyTOBM HOBHX TEPCHCKTHBHUX CHCTEM KOHTPONIO Tepenadi iHpopmarliitHo-
KOMYHIKAIIHHUX JAHUX B MEPEXi HAa OCHOBI 3aCTOCYBAHHS MEPSKELCHTPHYHHX
TEXHOJIOTiH, IO JO3BOJUTH ICTOTHO pO3IIUPUTH TMEPEiK BHpIIIYBAHUX B
peanbHOMY MacIuTabi Yacy 3agad pO3MOAUICEHOr0 KepyBaHHS INBUAKICHUMH
[UKJIAMH TPUKIAIHAX TPOIECIB Ta MiJBUIIMTH SIKICTh, HAIIHHICTE Ta O€3MeKy
POOOTH MEpPEKEBUX CHCTEM B3arali.

Opep:xani  pe3synpTaTH. B OCHOBY TMpPOEKTY TOKIAAEHI MPUKIamHI
JOCITIJDKEHHS B Tally3l KepyBaHHS CHCTEMOIO INBHIKICHMX MPEHU3IMHUAX ITHKIIB
MEPEKEUCHTPUYHUX JUHAMIYHMX [MPHUKIAJHAX MPOLECIB 3  MPOCTOPOBO-
PO3MOAUICHUMH  B3a€MO3B'I3aHUMH  iHGOpMAIlifHUMA 1 (YHKI[IOHATBHAMHA
KoMIoHeHTaMu. [Ipu 1poMy 3abe3nedyeTbesi (DyHKI[IOHATBHO-YACOBE MMOEAHAHHS
BHYTPIILIIHIX PECYPCIB MEPEKEICHTPHYHUX CHUCTEM PO3IMOIICHOrO KEpyBaHHS 3
00'eKTaMH Ta TEXHOJIOTIYHMMH IIpoIiecaMd Ha 0a3l CyMiCHOI0 BHKOPHUCTaHHS
MPAIfOI0YUX B MPUCKOPEHOMY MacIITabi dacy Mojeneil IWHAMIKA B €IUHHN
MIPOCTOPOBO-YaCOBUN MEpPEKEICHTPUIHUH KoMIUTekc. OCHOBHA HAyKOBO-TEXHITHA
iess TMOOYJOBH CHCTEM KOHTPOJIIO Ta PO3MOMUICHOTO YIPABIIHHS HIMPOKUM
KJIACOM HPHKIAJHUX MPOIIECIB, a caMe Mepenayueto JaHuX, nojisrae y GopMyBaHHI
KOMaHJ{ PO3MOAUICHOr0 YIPAaBIiHHS [UIIXOM MOJICIIOBAHHS B MPUCKOPEHOMY
Macmtabi 4acy IUHAMIKH MPUKIAJAHOTO IMPOLECY CIIJIBHO 3 MOIETIOBAHHIM
mporecy GopMyBaHHs KOMaH]I yIPaBIiHHSL.

BucnoBku. 3 ormsimy Ha i Oepydd 3a OCHOBY MpoOIeMy SKOCTI poOOTH
0e3IpOTOBOT Mepexki 1 HEOOXITHICT i MOJIIMIICHHS TePeX0J0M Ha HOB1 IPUHIUITH
1 TexHoNOril mepenavi JaHUX, OyB pO3POOJCHHIA CIOCIO KOHTPOIIO MapHIpyTy i
BH3HAUYCHHSI SKOCTI Iepenadi iHGopMalifHiuX JaHWX depe3 APOTOBWH IHTepHeT-
3B'SI30K, IO JO3BOJISE: BU3HAYUTH MapUIPyT MHeperadi MaHuxX depe3 [HTepHer,
mapaMeTpd poOOTH Mepexi, 3aTPUMKH 1 BTpPAaTH MAaKETIB JaHWX; JIOKAII3yBaTH
TOYKY MapUIpYTy IMepeaadi 3 HaiOLIbIIUMH 3aTpUMKAMHU 1 BTpaTaMH; HAJATH
QIBTEPHATUBHU, OUTBIN SIKICHAW, MapIIPYT Mepenadi JTaHuX.

Kniouosi  cnosa:  MepexeneHTpUYHA  CHUCTeMa, Oe3lMeKka  MONBOTIB,
IHBapiaHTHICTh, KOH(IIIKTHI CUTYyaIlil, TrudepeHIiaibHi irpd, BUTBHAN TTOJIT.
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